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Exposure Guidelines for Electric Fields:
>  Notimelimitsapply for exposure levels below 10 kV/m.

>  Short-term exposure to electric fields between 10 kV/m and 30 kV/m is allowed,
provided the product of field strength (in kV/m) and exposure time (in hours) does

not exceed 80 over a full day.
O Forexample, exposure toa 20 kV/m field is permissible for up to 4 hours.

>  Forfield strengths exceeding 30 kV/m, alternative protective measuresmust be
implemented. These may include:

O Wearingearthed or bonded conductive suitscreening and earthing of vehicles
O  Screeningofwork platformsand access pathways
O De-energising nearby electrical equipment
a. 50Hz
Magneticfields Whole working day 0.5milliTesla (5000 milliGauss)
Short-term (Two hours per day) 3ImilliTesla (50,000 milliGauss)
Limitfor limbs (eg.ostended arm) 25 milliTesla (250,000 milliGauss)
b. Staticordirect current (DC) magneticfields:

The 2009 International Commission on Non-lonizing Radiation Protection (ICNIRP)
guidelines for limits ab and e of occupational exposure to static or DC magnetie-fields are

asfollows:
Head andtrunk 2000 milliTesla
Limlbs 8000 milliTesla

Special Notes:

1. Caution: Due to potential indirect adverse effects, ICNIRP (International
Commission on Non-lonizing Radiation Protection) emphasizes the need for
practical policies to prevent unintentional exposure of individuals with implanted
electronic medical devices or implants containing ferromagnetic materials. To
ensure safety, this may require setting much lower exposure limits, potentially as
lowas 0.5 milliTesla.

2. In specific occupational settings, exposure levels of up to 8000 milliTesla may be
acceptable, provided the environment is strictly controlled and appropriate safety
protocols are followed to manage movement-induced effects.

3. Sufficient room for work must be present in the area of breaker boxes. All the circuit
breakers and the fuses shall be labeled to indicate whether they are in the "on" or
"off" position, and what appliance or room area is served. Fuses must be properly
rated.

CSIR 771 Safety Manual
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4. Electrical cords or other lines shall not be suspended unsupported across rooms or
passageways. Do not route cords over metal objects such as emergency showers,
overhead pipes or frames, metal racks, etc. Do not run cords through holes in walls,
ceilings, doorways or windows. Do not place under carpet, rugs, or heavy objects. Do
not place cords on pathways or other areas where repeated abuse can cause

deterioration of insulation.
Victim rescue:

Personnel must receive training in victim rescue techniques relevant to their specific
job functions. Prior to attempting a rescue near or involving live exposed conductors, the
rescuer must carefully assess all potential hazards and implement appropriate control

measurestoensurethe rescue can be conducted safely.
These control measures may include:
>  De-energising thecircuit,
> Usinginsulatedrescuesticks,and
>  Maintaining the Safe Approach Distance (SAD) during the rescue.

Rescuers must immediately contact the Engineering Services Division (ESD) to
arrange for isolation or de-energisation of the equipment, and must wait for official
confirmation that the equipment has been de-energised before attempting to shift the
victim from the particular place.

Victim rescue training and assessment must be conducted by qualified personnel in
accordance with relevant National Competency Standard Units.

Fire,smoke from high voltage apparatus:

Electrical equipment failure can cause fires and release large amounts of smoke.
Additionally, burning or damage to certain types of electrical insulation may emit toxic
fumes.

Fire extinguishersand hoses must not be used on live high-voltage equipment.

Immediately contact the ESD to arrange for the de-energisation and/or isolation of the
affected equipment.

Negative and electrolysis return circuits:

When working on negative return or electrolysis circuits, extra caution is required
because hazardous voltages may occur under abnormal conditions. Consequently,
certain tasks on these circuits must be carried out in accordance with the specific access
authoritiesoutlined in these regulations.

All work on such circuits should strictly follow the organisational procedures

established toensure safety.

CSIR 1781 Safety Manual
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CHAPTERTI
Cyber Security

With the advent of Information Technology, it is nearly impossible to run any

organisation without computers and the Internet. This has given rise to incidents of cyber

fraud/crimes. Cybercrime refersto any illegal activity that involves the use of a computer, a

networked device, or a network.Cases of identity theft, malware attacks, ransomware

attacks, copyright infringements, theft and sale of organisational data, cyber spying are

not unheard of anymore. Cybersecurity is the protection of computer systems and

networks from these cyber crimes.ltis true that modern technology eases our lives but it is

also the responsibility of a user to update themselves with these technologies from time to

time and take preventive measures. Some safety tipsare listed below:

Dos

1.

Create strong passwords that are at least eight characters long using uppercase

letters, lowercase letters, numbers, and special characters.

Avoid creating common passwords such as your name, DOB, family member's

names,address etc.

Use unique passwords for each of your accounts to ensure that, in the event one

password iscompromised, your otheraccountsremain secure.
Change passwords every 45 days.

Ensure that your passwords or passphrases remain confidential. Refrain from
sharing them with others or recording them in written form. You are responsible for

all activities associated with your credentials.

Perform regular backups of important data and maintain an offline backup of your

critical data.

Download and install open-source software only from online sources you trust.

Further, use authorized and licensed software only.

Close windows displaying pop-up advertisements or unexpected warnings by
selecting the 'X' button located at the top-right corner of the window, rather than
clicking anywhere within the window itself. To minimize future interruptions,
enable pop-up blocker settings in the web browsers on both your computer and

mobile devices.

Install enterprise antivirus client offered by the Institute on your official
desktops/laptops. Ensure it is regularly updated with the latest virus definitions,

signatures,and security patches.

CSIR 1791 Safety Manual
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10. Ensure that your operating system and BIOS firmware are consistently updated

with the latest patchesand security updates.
1. Allportable mediasuch as USBdrivesand DVDs must be scanned for malware.

12. Educate yourself about phishing scams and remain highly vigilant toward emails,
phone calls, and flyers. Attackers often impersonate trusted individuals or
organizations to deceive recipients into revealing credentials, clicking malicious
links, or opening attachments that may infect systems with malware, trojans, or

zero-day exploits—potentially resulting in ransomware attacks.

13. Disable GPS, bluetooth, NFC and other sensors when you don't need it. Devices can
be hacked via these features and subsequently your private information can be

stolen.
15. Ensureyourinternet connection issecure by utilising a trusted VPN service.

16. Use astandard (non-administrator) user account when performing routine tasks on

your computersor laptops to minimize security risks.

17. While performingonline purchases, bankingor paying bills online, check if the
website's URL begins with 'https' instead of 'http'. Also, look for the padlock icon,

whichindicatesthatthe connectionissecure and encrypted.

18. Make online purchases only through secure websites that provide encrypted
connections, as you will be required to enter sensitive information such as credit

card or bankaccount details—data highly targeted by cybercriminals.

19. Avoid storing your credit or debit card information on websites or within web

browserstoreducetherisk of unauthorized access.

20. Exercise caution when clicking on shortened URLSs (e.g., tinyurl.com/ab534), as they

may obscure the destination and potentially lead to malicioussites.

21. Be vigilant when opening links received via SMS or social media, especially those
accompanied by enticing offers, discounts, or news claims, as they may redirect to

phishing or malware-infected websites that could compromise your device.

22. Maintain awareness of your surroundings when handling sensitive information
byprinting, copying, faxing, or discussing it. Collect printed or faxed documents

promptly to prevent unauthorized access.

23. Enable two-factor or multi-factor authentication wherever possible to add an extra

layer of security beyond standard password protection.

CSIR 1801 Safety Manual
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24. Store your data and files on a secondary drive (e.g., D:) to ensure better organization

and protection.

25. Before leaving the office, ensure that your computer and printers are properly shut

downtosafeguard information and equipment.
26. Setup unigue passcodes for shared printers.

27. Download applications only from official app stores such as Google Play Store (for
Android) and Apple App Store (for iOS). Prior to downloading, verify the app's
popularity and review user feedback. Exercise caution when installing apps with

poor reputationsoralimited user base.

28. Follow the security advisories issued by NIC-CERT and CERT-In to stay informed

aboutcurrentthreatsand best practices.

29. Always log out of your online accounts after use, particularly when accessing them

from public or shared computers, to protect yourinformation.

30. Always use Uninterruptible Power Source (UPS) for running a computer as it not
only protects unsaved data from getting lost during a power outage but also

protectsthe system from crashing during lightning to certain extent.

3. Immediately report any suspicious emails or security incidents to the IT

Department.
32. Classify documents properly (e.g. Public, internal, Confidential, restricted)

33. Use password to lock sensitive files while sharing outside the organization and

share password via differentchannel.
Don'ts

1. Neverselectthe "Remember My Password", 'Keep me logged in' or 'Remember me'

optiononasharedoran unlocked computer.

2. Do not record passwords, |IP addresses, or any other sensitive information on

unsecured materialssuch assticky notes.

3. Avoid posting private or sensitive information—including credit card numbers
andpasswords—on public websites or social media platforms. Additionally, do not
send such information via email unless you have proper authorization. Utilize

privacy settingsonsocial mediatorestrict accesstoyour personal data.
4. Donotleaveyourdevice unattended withoutascreen lock orlogging out.

5¢ Never reply to e-mails requesting financial or personal information. Avoid making

financial transactionsinan unsecure network and public WiFi.
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Do notconnect personaland unsecured devicesto Institute's LAN.

Do not install peer-to-peer (P2P) file-sharing programs, such as pTorrent, which

may facilitate theillegal download of copyrighted content.
Do notinstall and/or use pirated copies of software and Operating System:s.

Do not upload or store any internal, restricted, or confidential government data on

non-government cloud services (e.g., Google Drive, Dropbox).

Avoid using third-party anonymization services such as NordVPN, ExpressVPN, Tor,

proxies, or similar tools.

Refrain from installing third-party toolbars (e.g., download managers, weather

toolbars, AskMe toolbar) in your web browser.

Don't use any unauthorized remote administration tools (ex: Teamviewer, Ammyy

Adminetc.)

Do not use unauthorized third-party video conferencing or collaboration tools for

conducting sensitive internal meetingsand discussions.
Avoid using external email services for official communications.

Refrain from using external mobile app-based scanning services (e.g.,, CamScanner)

toscaninternalgovernment documents.

Do not utilize external websites or cloud-based services for converting or
compressing government documents (e.g., Word to PDF conversion or file size

reduction).

Avoid accessing inappropriate websites or any sites whose security and content you

are uncertain about.
Disable automatic file and media sharing and download as far as possible.

Don't jailbreak or root your mobile phone as it disables some of the built-in security

features ofthe operating system.
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